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Status 
As of July 21, we are still unable to record deeds.  We do not have phones, internet, email, or 

computers.  However, I am cautiously optimistic we will be back in business soon.  

Many of you may have seen the Delaware state news article about the general status of the Kent County 

network issues.  (A copy is attached.) 

The article has good information for you, the Kent County resident, but since it does not mention Deeds 

status, I am updating you specifically on that now. 

 

Technical Stuff 
Fixing the network problem is a complicated process with many moving parts, all of which must be 

accomplished and tested before we can record.   

 Kent County (KC) IT must clean or replace the Deeds server with a new one.   

 A dedicated VPN tunnel will be recreated; a new firewall reinstalled 

 Kent County will set up a new clean network, and our server will run on that while the rest of 

the network is restored.   

 Our Land Records Management System Vendor must reinstall their Application on the KC server. 

 All of our workstations must be replaced with either new hardware or be wiped clean (including 

time-stamp machines, scanners)  

 KC IT must reload the LRMS Application software on our workstations  

As soon as we can project a date, we will advise you.  Thanks for your patience so far! 



Where are your documents?  Are they safe? 
Everything from July 7 backward was backed up off-site before the intrusion.  You can access it by going 

to uslandrecords.com.  You can also access it by clicking the temporary KC landing page link.   

Everything from July 7 after 3 pm is waiting to be downloaded in the order received from the cloud to 

the Kent servers once they are clean.   

Paper documents are in our office in the order received.   

Please continue to upload to your e-doc vendor, hand-delivering, or mailing in your paper docs as usual.   

Some of you may be considering Gap Title Insurance.   

 The Kent County Recorder of Deeds takes no stance on that topic.   

 We are not recording anything at this time.  Should the situation change from when you 

submitted your documents or should Bring Downs by Title Searcher discover a reason for you to 

withdraw your submitted documents, we can accommodate that.  Right now, nothing is moving 

forward. 

 If paper, ask for them back.   

 If submitted electronically, let us know the buyer and seller/lender/lendee's names, and we will 

not record that document when it appears on our screen.  (we cannot see what is in the queue.)   

 If we have already recorded it, we can void it.    

 Again, it will be in the order received when we resume recording. 

 

Workload Catch-Up Plans 
Once hardware and software are up and running, my team will work diligently to catch up quickly.   

Simplifile and CSC will allow us to record an extra hour daily until we catch up (with the current backlog 

and the higher-than-normal expected workload once your settlements resume.)    The extra hour is for 

Simplifile and CSC financial tabulations only.  It will not change the 3 pm cut-off date we have 

established for receiving your new work daily.   

We hope to soon re-attain the standard we have been setting of late--recording everything we receive 

by 3 pm on the day it is received. 

 

Fraud Protection Alert Sign-Up is still possible even while KC network down 
While we are not aware this hostile intrusion has impacted our LRMS, it has created angst among the 

citizens.  Registering for our new Fraud Protection Alert software helps to reduce that angst.   

Please encourage your clients to sign up for the Fraud Protection Alert Software.  Use 

pfa.uslandrecords.com to do this.  If you do not already have the PDF version of the fact sheets 

pertaining to this (see jpg examples attached) please get in touch with us.  Handing these out will help 

your clients learn how to check their property records and sign up for fraud protection software for the 

future.   

http://uslandrecords.com/
file:///C:/Users/Gene/OneDrive%20-%20Kent%20County%20Levy%20Court/Network%20Intrustion/pfa.uslandreocords.com


In addition or alternately, please hand out the postcard we designed.  Contact us for a Publisher version 

so you can put your logo on the front (vs. Kent County building).  Or, send Recorder Thornton your 

artwork and what you want it to say, and she will design p1 for you.  A thousand postcards will cost 

about $200 to print in one day at a local print shop. 

 

Communication. 
We are doing the best we can to keep you informed:    

 Please continue to share this news with other interested parties, as we have limited 

communication methods and no access to documents formerly stored on our desktop 

computers.   

 Tom Carney sent an update yesterday via his Real Estate Bar Association channels.   

 For official Kent Couty updates, please use the County FB page or the Delaware State News, the 

county paper of record. 

 Friend Eugenia Thornton - Kent County Recorder of Deeds, on Facebook for UNOFFICIAL 

updates.  https://www.facebook.com/genekentcountyderecorderofdeeds.   

 As of last Friday, you can call our office at 744-2314.  We have two cell phones we pass around.   

 Yesterday, the folks from IT were in our office, hopefully as a prelude to replacing our 

workstations. 

 You can reach Recorder Thornton 24/7 at Eugenia.thornton@KentCountyde.gov  

  

https://www.facebook.com/genekentcountyderecorderofdeeds
mailto:Eugenia.thornton@KentCountyde.gov


Attachments 
 

Delaware State News - general county status as of July 18. 

State police, FBI join Kent network hack investigation 
By Craig Anderson 
Delaware State News 
DOVER — As Kent County information technology personnel worked to restore full 
network operations Monday following an outside intrusion, an official confirmed that 
federal and state law enforcement are investigating the breach. 
Delaware State Police and the Federal Bureau of Investigation are on the case, Kent 
County Levy Court Administrator Ken Decker said. 
The county's network was compromised July 8, leaving some Levy Court services 
available, others limited and some unavailable, Finance Director Susan Durham said. 
Mr. Decker reported that "The county can accept a wide range of payment methods 
including paying in person, by mail, through a digital payment like an ACH (an 
electronic funds transfer). 
"The county can extend deadlines for local payments for services like sewer.  We 
don't have the authority to extend deadlines established by the state of Delaware. 
Also, he said, "We're hopeful that the disruption will be resolved long before things 
like taxes are due.  While we have seen some residents frustrated, most citizens have 
been supportive and understanding. 
"Living in a digital world means dealing with digital crimes." 
Levy Court staff is working to restore the network fully along with outside entities, Mr. 
Decker said. 
Today's regularly scheduled Kent County Levy Court meeting will proceed as planned 
and Mr. Decker said. 
"The commissioners have a full agenda of routine business, and this will be our first 
opportunity to conduct an in- person briefing with the board," he said. 
The briefing will occur in executive session because the discussion will involve the 
investigation and ongoing cybersecurity issues, Mr. Decker said. 
The county is working to ensure that routine business services like getting a marriage 
license or building permit are available, Mr. Decker said. 
While County IT Administrator Joe Simmons was reluctant to provide any specific 
repair timeline, he did say "We're making good progress." 
Mr. Simmons indicated that the pace of repair would increase and a county news 
release said there's "an eye towards returning to normal business operations in the 
coming week." 
As reported previously, the news release said, core county's services like 911 
Dispatch and wastewater treatment have operated continuously.  The county opened 
for business Monday morning, but routine operations were disrupted by ongoing work 
to repair and restore local servers and networks, it said. 
Staff writer Craig Anderson can be reached at 302- 741- 8296 or canderson@ iniusa.  
org.  Follow @ DSNAnderson on Twitter. 
  



Issue Paper Explore Property Records from Anywhere—Free 
 

 

This is a jpg; it is not interactive.  Contact Eugenia.thornton@kentcountyde.gov for a PDF you can 

reprint. 

  

mailto:Eugenia.thornton@kentcountyde.gov


Issue Paper Why Register for Property Transaction Alerts? 
 

 

 

This is a jpg; it is not interactive.  Contact Eugenia.thornton@kentcountyde.gov for a PDF you can 

reprint. 
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Postcard Explore Your Property's History and Secure its Future 
 

 

 

 

This is a jpg; it is not interactive.  Contact Eugenia.thornton@kentcountyde.gov for a Publisher 

document you can reprint.  Feel free to replace the photo of Levy Court with your artwork, title, and 

colors.  Recorder Thornton will assist.  1,000 copies will cost about $200, 1500 copies will cost about 

$270 at a local print shop.  That is a reasonable cost for you to show your clients you care.   

 

mailto:Eugenia.thornton@kentcountyde.gov

